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* QOverview

« User set up

» Security Set Up
« Configuration
« Exercises
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Business Object Tools

« Supervisor
— Security access

« Designer
— Create/Maintain Universes
« Universe: Grouping of tables. Defines what fields can be used in reports
» Business Objects Reports viewer/creator:
— ‘Thick Client’
— Create/run complex reports
— Installed on your machine

« Weblntelligence:
— ‘Thin Client’ or Webl
— Run any kind of report
— Online reporting piece

e

Kentucky™.

UNBRIDIEED SPIRTT .




Supervisor

« Where security for infoADVANTAGE is
maintained

* Defines
— Database connections
— User rights, by setting up user profiles or
groups
 Login rights
« Action rights (create, modify, delete)

« Security

— Restrict reports/universes that can be
accessed by user

— Restrict certain data to be returned for certain
users

« Visual representation of the repository
« Used by Systems Administrator

e
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Supervisor Architecture Model

Users and Groups

I I
Universe 1 Universe 2 Universe n

Report a Reportb | |Reporta Reportb | |Reporta Report b

Report c Reportd | |Reportc Reportd| |Reportc Report d

Report e Report x | | Report e Report x | | Report e Report x

e
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Key Concepts

« Business Obijects stores data in the Repository database.
Supervisor connects to the Repository to update security
information.

« There are a limited number of users that have permission to
use Supervisor.

* INfoADVANTAGE user accounts will become locked after
three consecutive unsuccessful login attempts.

- |f all user accounts with permission to use Supervisor
become locked, your site will be unable to manage Business
Obijects security.
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Machine setup

 |n order for Supervisor to work correctly, the following
steps must be completed

The software is installed on the client machine

The BOMain.key is accurate (The address of the security
domain must be recognized by all workstations using Business
Objects products in client/server mode, so that all users can
communicate with the other domains of the repository in a
transparent manner. This address is contained in the key file,
which is created at the same time as the security domain, and
which must be distributed to all authorized users.)

« C:\Program Files\Business Objects\BusinessObjects Enterprise
6\locData

The tnsnames.ora or ODBC or other connection information
must be created

If using Oracle, an oracle client must exist and the sqglnet.ora file
needs to be renamed to sqlnet.ora.orig

e —
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Supervisor Planning

Decisions about infoADVANTAGE security should be
made before using the Supervisor tool. Group
permissions and assighments should be well thought-
out prior to performing actions covered in this course.

Difficult part is coming up with the security model
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User and Group Setup
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Supervisor — user set up & maintenance

Users set up by groups or individual level

Groups
— Sets of users who share the same profiles

Inheritance

— A user is always in at least one group

— They inherit the default rights of that group

— Group inherits the rights of parent group

— All users will belong to the root group (created during installation)

Customization

— Users may be granted other rights in addition to those inherited from
the group
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Supervisor — Initial screen

¥ Supervisor - boadmin

=1&1 %]

File Edit Yiew User Resource Tools Help

8| &m(R o] Blalv| x|

g LAUSD Mame | Inherited From |

- (] AMS ‘j D esigner Profile

-] Developers & BusinessDbjects  LAUSD

-] Supervisor #8 Supervisor LAUSD

(] Users P& BusinessQuery

482 boadmin ) weblnteligence

‘ﬁ boadmin_backup

iy els2352

U% st User Identification x|
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Adrnin... |

Cancel |
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Supervisor — Creating a group

« Each user must be assigned to a group
« Use a consistent naming convention for groups and users
« Create groups before creating new users

?.] Superyisor - 5a (bomain)

J Fil= Edit Wiew | User Resource Tools Help

J ) | P 28 4 Mew gy User e+l
ECEGE T B Group iR |

E| Finance B45

Eemaove fram Group

%31 % DisablefEnable E;jgle
X

Delete User
----- LIZEf

R.enarne Fz

Find Group Reference User

S4B Properties. .. AlE+Enter
|

e
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Supervisor — Creating a group

Definition | Uzers And F'rofilel Timestamp | Broadcast Agent

The Definition tab specifies a group name. YWithin this group, you can add
previouzly defined uzers L

Sub groups allowed

Define users that
belong to this group
Add timestamp If
needed

Add Broadcast Agent
information if needed
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Supervisor — Creating a group — Cont’d

Definitionn  Hsers And Profilz I Timestamp | Broadcast Agentl

Lh

The Users tab adds defined users ta the current group, The Users tab alzo lets

pou remoyve Lugers from a group.

SSSSS

EEEEEE

Add users and their
profiles

Users can be in
multiple groups

Choose profile to set
application access

— Supervisor

— Supervisor-Designer
— Designer

— User

— Versatile

e
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Different Types of User Profiles

General Supervisor
— All products

Supervisor
— All products but designer

Supervisor-Designer

— All products

Designer

— All products but supervisor

User

— All products but designer & supervisor

Versatile Use
— Configurable

Products:
*Business
*Webl

*Supervisor

*Designer

Objects

e
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Supervisor — Creating a group — Cont’d

Definitionl Igers And Profile Timestamp | Broadcast Agent

I imestarnp ta termings w & group G gl iu] zsighe
The T ahb de h h log d
] BusineszOhiects application. You can sither | t|:| df d eftings or defin

I~ SlaiftndDate L5 g

| Inherite. . |

Begin End
[11/16/2004 = [11416/2004 =

™ Stat/End Time pddss |

Beaqin End Eeplace >3 |

1:24:09 P == | 1:24:09 P =
I = =l << Bemove |

[~ How

IMu:unda_l,J j

Set time frame/period
when users can login

Group timestamp
overrides user timestamp

Several timestamps can
be added at the same time

Timestamp can be any
combination of
Date/Time/Day/Month

Timestamp will not log out
users if they are already
logged into the application

1 6
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Supervisor — Creating a group — Cont’d

- BCA s atool that allows users to process and distribute
doguments automatically and securely at scheduled dates
and times

* Only a select few should use since sending reports to
users

« Define if group WI|| have BCA access

Definition | User AdeIleet mp  Broadcast Agent |

2
The Broadcast Agent tab specifie dpassword the uzer must
[7‘\:. = enter when starting the Broadca t.-’-‘«g t ppl t

— Uzer
¢ Brogdoast Agent " No Broarcast Agent
Hame: Group Reference Uszer:
— Security Propertie
P 4 ™ Dizable Login
I- SSSSSS : I~ UNI%:orly Broadoast Agent
1B ke retiie: |5
Canfirrn Password: _ :I
I Documen t Fepasitory Domain:
Dacurmet t j
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Supervisor — Creating a user

« Each user must be assigned to a group
« By default, placed in the root group

?.] Supervisor - sa {(bomain)

JJ File Edit View | User Resource Tools Help

| @ ME
I AME Celete Group % Group  Ckrl+R
EI@ Rename Fz AM3

- S sml Eind Group Reference User AMS

*%" on 4B Properties. .. Alb+Enter

g e e | =
m 283 ‘
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Supervisor — User properties

User Properties - blg

Defirition | Groups And Prafile | Timestamp |

The Definition tab specifies a user name and password which the user must
enter when starting a BusinezsObjects application.

— Security
Pazsword:

xxxxxxxxxx

— Properties I
[~ Disable Lagin

¥ Enable Offine Login [ Change Pazeword &t First Lagin

¥ Enable Pazzword Madification
[ Enable Beal Time User Rights Update
¥ Enable Delete Document

[~ Password Yalidity
|3EI ill Dayz

™| Ferindic &ction

Object Security Level Identification Strateqy:

Public =]

| Full Checking

(1] I Cancel

’
- A\ TB) @ | Management Administrative
@ l\ﬂ ;& _&i & | & Reporting System

Set user rights
Set password

Set object
security level (if
used)

Unlock users that
have become
locked — 3 login
attempits
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Group setup review

« When setting up a group specify
— Parent group(s)
— Users in group
— Profile of users in group

— Timestamp access
— BCA
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Supervisor — User Properties

« Groups and Profile tab:

All available groups o

appear in the left hand jﬁ 1 gt ot i g, Tt

panel | | | |

 Different Profiles can | | 5 e ==
. << Hemowe

be assigned to the e,

same user in different |

groups o |
I_User j
I Group Reference
[ ok ] comcel | Help |

2 1
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Supervisor - Changing User Properties

 After setup of groups/users can change the properties by
right clicking the group/user and choosing Properties

=t Supervisor - boadmin {BOMain)

File Edit M“iew User Resource Tools Help

S| B2 &= v =] >
- M arne [rkerited §
-] Financial &5 Designer Profile
[+-(&] braining 4| BusinessObjects Profile
'ﬁ m ﬁ'ﬂ Supervizor Prafile
:ﬁ E Mew ¥ FBuzinezsluery  Profile
~of 4 addto Group. .. ['weblnteligence  Profile
Remaove from Group
Disable/Enable
Delete User
Sek Prafile To zeneral Supetvisor
Fename Supervisar
Designer
Zuk: . .
Supervisor-Designer
Sy ser
Paste Yersatile
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Supervisor — delete users

« Two ways to delete users
— Remove from a specific group
« EXx. Delete sml from Finance group only

— Delete user from all groups
« EXx. Delete sml from Finance and HR groups

Kentuckiy™:
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User setup review

« When setting up a user specify:
— User password (if necessary)
— Groups
— Timestamp

Kentuckiy™.
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Create 4 new groups

1.
2.

3.
4.

Create 5 new users & set everyone’s

akowp=

DeptO1[LAST NAME]

— For example: Dept01SMITH
DeptO2[LAST NAME]
Managers[LAST NAME]
General[LAST NAME]

pwd to 123
01MGR[LAST NAME]
02MGR[LAST NAME]
01GEN[LAST NAME]
02GEN[LAST NAME]
SUP[LAST NAME]

Q p
i
~
A\
W\
U
Kentuckiy™.



Exercise - Continued

« Place Users in groups
— Dept01 group has 01MGR, 01GEN
— Dept02 group has 02MGR, 02GEN

— Managers group has 01MGR, 02MGR Q p

— General group has 01GEN, 02GEN /Aoﬁ“
» Assign correct roles

— Dept01: 01MGR is a Supervisor ~

— Dept02: 02MGR is a Supervisor
— Managers: 01MGR is a User

— Managers: 02MGR is a User

— General: 01GEN is a Versatile N
— General: 02GEN is a Versatile
— SUP is a General Supervisor

Kentuckiy™,
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Exercise - Continued

« Try logging in to Business Objects
(Thick Client) using one of the new
user ids with correct pwd

« Logout Q

« Try logging in 3 times to Business ,Oﬁ“
Objects using new user id and
WRONG pwd N

* Open Supervisor and unlock user
(double click on locked user and ®
uncheck disable login)

 Login to Business Objects with correct N
password

. A —

e = [ &N
v p— S 5
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UNBRIDIEED SPIRTT .



Permissions
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Configuration Tab

« Determine which tools a user/group can access
* Once disabled, the user/group will not have access to the
tool

* To re-enable a restricted tool, you would select
Disable/Enable again

* Ared circle, with an X in it appears on the disabled tools

Eunﬁguratiunl Uriverse | Stored Procedure Diocument | Bepositony

e
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Configuration Tab

Enable/disable access to tools per user (group)

If a menu command is disabled or hidden for a group, then it
Is disabled or hidden for all users in the group or that inherit
from that group

Overrides can be applied to users or sub-groups

The user/group selected in Left hand panel will be the level
at which restriction will be applied

L BR oA BTBEER D S
N Inherited F A

ﬁ?g‘:signer ;M:”E = |Disable Configurationf

EEusinemDhiects Prafile

% SLpEryIEor A5

= :BusinessGueny

‘EWehlntelligence

Kentuckip™,
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?E|-§-ﬂ
M ame

ﬁ Dresigner

E BusinessObjects

Appiy Prededived Settings. .

(Cormiman d restriction - WebIntelligence - student2 EI
Theer Coontrnaaned Fimabenction dhaiong b coniols secusly comenand settng:
i
% [0 Ackrirssiration e I Slahn d from =
) 030 Ay Add Extemal Conterd 1o My Info.,.  Inhest D efanilt
« O3 Indotvinw Change Skin Inhesi Defaul
# (3 Publications Cushonmse the Intedace Inket Dafzul
% (3 Query and'Web Fanel D1 Mot Dvelats Cltbee Uses’ Con . Ik Daimd
Drosndond Bugimesibpmcts Do Ikl Defoml
Digsendond Wiekdnloligence Doc,,  Inkesil Defodt
Gererste i Excel Fomast It Difault —
Gerersle n POF Fommat It Disf it
i@ Mansgs Al Compoeale Categones  Hudden City of dustin
L= 0t avrascyes My Copcatinlie sbagonncs EESEER] City of Bt
Manags Pessonal Calegone: Irdeid Defaull
QP Read Corpotabe Diocuments Enabled City o Ausstin
(a Rl brihey Tine-smmarke F rushled rillﬂl’ﬁnulil.ﬂ
Stahay B oheted from paent
| =
Command Help

Slowet managernant of calagonat of which ors i ha ownal

Command Restrictions

* Double clicking on an application in the configuration tab
displays a specific list of actions that can be
enabled/disabled for a particular user/group

tuckiy™
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Command Restrictions

Command restriction - BusinessObjects - jbakker ) x|
The Command Restriction dialog bos control: application interface and automation security settings, for T | ' bI d f
BuzsinezzObjects 4.1 % and 5.0 uzers and groupsz. i O O I S e n a e O r
user, but not all

=23 l%:u:urmarﬂs ;I Mame | Status | Inkerted from
458 Attach Scripts to Scheduled Proc Change File Locations Inherit Drefault
SES} Chanoe File Locations CO m m a n d S a re

{58 Conditional Formatting
-] Copy ta Clipboard | I d
{3 Create Documents a Owe "
{5 Create Templates
- [& Data Provider Manipulation E | .
[ ] I ' l

{5 Delete corporate documents sen Xa p e - u Se
-{&] Do not manage Cateqgaries

{5 Do not manage Channels Weblnte”igence,

{5 Do not refresh with the profile af

{5 Document Interactions
{58 Edit Euro Conwverter Rates 4 I I LI b ut n O re po rt

% Eura Corverter Shatus Tkt ] r . n

Ewpart to External Farmat t

- [58 Print Dacuments Command Help C e a I O
{jﬂl Puzh Document -

1| | 3

Apply Eredefined Settings... | Options. . | [F: I Cancel Help

’@ M ;’/éx R S | Management Administrative m’uwy 3 2
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Command Restrictions

« A red circle in front indicates operation is disabled

* A Predefined Setting consists of a grouping of command
restrictions that have already been defined

Command restriction - WeblIntelligence - test x|

The Cormand Restrictioh dialog box contrals application interface and automation security settings. for
BuzinezzObjects 4.1.% and 5.0 uzers and groups.

Mame | Statuz | Inherited from +
£ Do not Delete Other User's Carp...  Dizabled ARS
el | Query and wWeb Panel £ Do naot Manage Fepositary Cate...  Dizabled A5
& Download BusinessObjects 41 d...  Enabled ARS
5 E @ Download BusinessObjects Gx d... Enabled ARS
=
Apply PredenneiEEiiity —I @ Download "Weblnteligence doc...  Enabled AbdS
In this dialog box. vou can select the predefined setting you want to apply @ Manfage Personal Categories Enabled A5
an the curent wser or group. @ Publizh Document Enabled AbdS
@ Read Corporate Documents Enabled AbdS
@ Read Inbox Documents Enabled AbdS
@ 5 ave Document Enabled AbdS ol
@ Send Documents to users inoth...  Enabled AbdS
ComamA TChmma e sk b 4 ammr s dam i Coum =kl ShAT bl
4 ,
Select a Predefined S etting Status IDisahIed LI
IDB[E""'It LI \ Command Help
-
Ewemthing Revoked ’7
E xpert [Eweruthing Granted)] | I Help | \
Apply Predefined Settings... I Options... I Qg I Cancel Help

Management Administrative m
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Universe and Report Management
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Managing Universes

« Enable/Disable Universe for groups or users
* Prevents users from accessing data in other Universes

|Eu:unfigurati|:|r'| Universe| Stored Procedure Document | Repositony

@ a&dRud s oNHUBEERE D &8

% AMS File name | I ame | D amair | |nherited From |
g8 Finance hart of Ancoynts e
l_q_. blg
*l_k'}.. zml
oo
R s
'}T@“ Lzer
~gn. T AR Properties. .. Ctrl+Enter A5
@ BE Budget Executio..  Universe A5
@ Ca, Cost Accounting  Uriverse AME
@- (BT General Accoun... Universe AMS
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Managing Universes

 Universe is a collection of tables

 If a universe is disabled for a group users wouldn’t be able to
get data to run the report

« Be careful when deleting a universe!
— Tools menu and select Delete Universe
— Can’t delete with delete key
— (Can only restore universe if backup exists
— Consider disabling

Kentuckiy™,
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Supervisor — Universe Management

* Object Level Security - limits the
objects a that user can see or run a
report against

* Row Level Security - restricts data in a
table using the Where Clause

Definitinnl Cuntru:ulsl SoL | Objects  Fows ITabIe Mappingl

EI@ AbdS File narme | Mame | Domain | Inherited Fram '
EI . m @EDA Chart of Accounts  Universe A5 & @
- B blg EREDICA : ;
;>---;~_'g1 sml 'E-EGED - D'sa:lle niverse ADDRESS
|ﬂ1 bt @-JHNL}'—‘«ETG |_,| Enable Universe
,%ﬁ - @-TIME Revert Universe to Inhetited Bermissions Resticte  wwihere Clause:
R user T VEND Go to Owner Group ADDRES [ DRESS. CITY_NM = Los Angeles
% 2a% @AH -
TR EE
'@- Ca Cost Accounting — Universe AMS
@- Ga, General Accoun..  Universe AMS
I@test Urivers2 niverse AMS
Add

(1] I Cancel | Help |

Fezet | k. I Cancel I Help I

.
. S S
‘ A <
S e
LS e AL
. 11CK o)
UNBRIDLED SPIRITS Al L
%
. A\ 7D @ | Management Administrative
A
eMARS|Sommm

UNBRIDIEED SPIRTT

m




Supervisor — Stored Procedures

A stored procedure is a combination of SQL statements that
are translated, optimized, and stored in executable form on
certain SQL servers. End users can execute stored

procedures on the universes assigned to them by the
supervisor.

|
|Eu:unfigurati|:|r'| Universe:| Stored Procedure Document | Repositony

e
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Supervisor —Reports disabled/enabled

=171 %

J File Edit %ew User Resource Tools Help

« Disabled
dOCU ments Can be JE@ Lotz m? = M| lTE | mlai IL InLeriledme | Categoies [ Schedule |

B Ga0s Documer £ D acumer £ sl Ma

b | d 506 Documen ¢ Documen ¢ AMS No
re_ena e c ¥ Ga07 Documen t Diocumen ¢ sl No
] m ) Ga-08 Documen t Documen t MG Na

. . SR Ea-09 Documen t Diocumen t AMS No

° A red X Ind ICateS g, sae BREGA Dacumen i Dacumen i s Ho
%ﬂ user @ Example Repo... 'weblnteligence... Documenl t AMS Training Mo

ﬁ GAO1 Detailed  Documenl t Dacumenl 3 AMS MNa

h d h ﬂ GA-O1 Summary  Document Documen 3 AE Mo

the document has A e i

B GA-02_Summ.. Documer t Diacurmer t AMS Ma

H ™ Ga03 Docurnen t Docurmen t AMS Mo

been dlsabled ™Ga-04 Dacumer t Documer t AMS No

 Deleted documents
can only be
restored to the
repository from a
backup

Configuration I Universe I Stored Procedure Ducumenl{ Fepositam I

entucky™
’@ M ;& R S Zlanag eeeee Administrative ! 3 9
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Supervisor — Report Categories

Report categories are used to organize reports

Category can be chosen when report is published
Categories often follow functional areas

Documents can have no categories or multiple categories
Supervisor can allow a different user to create categories

Kentuckiy™,
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Add the following Row Level Restriction to Group Dept01- JRNLACTG

— Table: FACT _JRNL ACTG Where:
FACT JRNL ACTG.AR DEPT CD ="'01"

Add the following Row Level Restriction to Group Dept02 — JRNLACTG

— Table: FACT_JRNL_ACTG Where:
FACT_JRNL_ACTG.AR_DEPT_CD in ('02,/03’,’CC’)

Add the following Object restrictions to Group General — JRNLACTG
— Vendor Information — Vendor Code
— Vendor Information — Check Number

Select Group General Disable GA-10

Select User 01GEN in Group Dept01 Disable Universe Domain

Add a new Document Category LASTNAME FIRSTNAME

Select 01GEN user in General Group- Enable: Create Documents, Edit
Documents and View SQL for the Weblntelligence application

j ‘ 41
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Repository Management
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Supervisor — Repository Management

« A Domain is a set of tables in the Repository database that is
dedicated to a certain function. The three domains included
during a standard installation are as follows:

— Security — Stores User and Group information as well as permissions
— Universe — Stores Universes published to the Repository
— Document — Stores Documents published to the Repository

x|
The Bepozitom Management dialog box letz pou add, remove or modify zome elementz of the
repozitan.
— fvallable Repozitary Domains
M ame | Type | D atabaze Engine | Metwark Layer | Connec tion |
1B Lirity Oracle Client ISER=repo200..
‘@ D' ocument Drocument Oracle 9 Oracle Client JSER=repoz00...
‘31L|ni eeeee Universe Oracle 9 Oracle Client IISER=repn200...
Add... Delete diolifin... Test | |rtegrity | Scan... |
\ LCloze I Help |

Kentuckiy™:
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Supervisor — Repository Management

Scan and Repair are functions
that check the integrity of the
Security and Document
Domains

Scan and Repair can be used
for routine maintenance or for
solving problems

Compact is a function for the
security domain and it should
be performed only when
necessary

Scan will produce a report
listing any domain errors

Repair will scan the domain
and flag any errors for
deletion

Compact compresses the
contents of the security
domain and deletes any rows
lor deletion

Scan And Repair x|

Click Scan to report repozitory emarg, or Bepair to fis them. For detailed
information check YWerbose before running Scan or Repair. ou may choose a
Reporting Level by entening a value between 1 [all errorz] and 10 [rost
imparkant erors].

“Interactive’ waits for a confirmation before clearing the result window,
"“Werboze'" gives more detailed reportz on operation done.

"Output to file" allows wou to select a file in which to store reportz for further analysiz.

[ Interactive [~ Werboze
[v Output to file: Reporting Lewvel |5 ﬂ
IE:'\M_I,I_Data'\M_I,I Buszinessz Objects DocumentzhuserDocs\ScandndRe Browsze |
— Result
Repair | Compact | Repair & Compact |

Scan Help |

Kentuckiy™.
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Supervisor — Repository Management

* Purge documents

— All inbox documents older than ...
x
deleted alidesi =

Delete ALL Inbox documents older than daps.

— Users “pick” up their mail when they log

Into Webl . IWI Carcel | Help |
— Documents that have been mailed and
not picked up need to be managed

— Purge Inbox Documents deletes any |
document that has been sent to a user J_ e e
[E

File Edit “iew User Resource Tools

but never opened Expart Users/Groups. . =
— Does not delete the sender’s copy of the = Print. . o
document, only the recipient’s copy Exit v
» Import/Export User/Groups T |
— Back ups

— Information exported to a text file

e —

Kentuckiy™.
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Supervisor — Repository Management

« A connection describes the information for Business Objects
to connect to a reporting database

« The database must be defined in a corresponding client
connection (ODBC or Oracle Client)

W Here you find the ligt of connections pou can uze to access data,

— Ay ailable Connections

Mame | Tupe I Mebwork, Layer | [ atabaze Engine I

UNBRIDIEED SPIRTT
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« Users and Groups
— Defining
— Define properties
— Assign profiles

 Permissions
— Enable/Disable tools
— Command restrictions
— Predefined settings

« Universe Management
— Enable/Disable Universe
— Delete Universe
— Object and row level security

 Document Management
— Enable/Disable documents
— Delete documents

Categories

* Repository Management

Domains

Scan, Repair, Compact
Purging Inbox

Backups

Defining connections

e

Kentucky™,
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* |n Supervisor:
— For Group General Disable report GA-10

— For User 01GEN in Group Dept01 Disable Universe Accounts
Receivable

« Try to run report GA-10 while logged in as 02GEN, a
member of Group General

« Click on ‘create documents’ when logged in to Thin Client as
'01GEN".
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« Login to Thick Client using student login
« Create thick client report in AR
— Fields: Posting Code — Posting Code
— Accounting Journal — Posting Amount
— Vendor Customer Headquarters — Headquarters Account Code
— Run query
— Save report
« In Supervisor:
« Add the following Row Level Restriction to Group Dept01- AR
— Table: DIM_PSCD Where: PSCD _CD = ‘A001"
« Add the following Object restrictions to Group General — AR
— PSCD_CD
« Login as member of Group Dept01 and run report saved in second step
 Login as member of Group General and try to create same report.

\
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Supervisor — Questions?




